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INTRODUCTION

Historically platforms such as VeriTracks™ have been reactive to Electronic Monitoring
(EM). Alerts fire and are dealt with and as one might expect some agents and their agencies
are better than others with their execution of their programs. It also should be noted that
other agencies inundated with alerts can become “numb” to the alerts thereby adversely
impacting the success of their EM program. In some cases, RFPs specifically measure the
number of alerts as part of their selection process.

Predictive analytics in our industry up until now has been limited. Some platforms
(including ours to a lesser extent with Informatics) track frequency of visited locations to
develop a “pattern of life” and then report where enrollees stray from this typical behavior.
In highlighting these deviations, it stands to reason that an agent can act on that
intelligence and prevent an undesirable action by the enrollee before it happens. It is also
worth noting that we have seen slow adoption of these features to date.

More advanced platforms in law enforcement claim that they can “help prevent crime” by
analyzing tracking data from enrollees to draw predictive conclusions as to whether the
enrollees are going to commit a crime. Others simply focus on prior crimes that have
happened in a specific geographic location. There are even some vendors who offer an
amber alert type functionality allowing local law enforcement to be deployed to avert a
crime before or as it is happening.

Our primary issue with these offerings is how one would be able to reasonably gauge
whether these platforms prevent crime. For a predictive model to be viable at some point a
human must make a decision that is captured and fed back into a training data set for the
model. If this is the case what is the decision being made and how can that tie back to the
monitoring data - is it that law enforcement deemed a crime occurred after the fact and it
was committed by the enrollee? Then there is the issue of the “averted crimes” that never
materialized in the first place—how would those be quantified?

The point regarding a human decision factoring into the predictive model is critically
important. Take an example in fraud with one's credit card. When a fraudulent transaction
is found based on a prediction made by a machine it is a human that evaluates this result
and decides as to whether the learning model successfully predicted a criminal activity has
occurred. A human intervenes.

Earlier models had an agent working for the card issuer (e.g., American Express) evaluate
the machine’s prediction and if deemed a viable risk would call you to verify the charge.
Today platforms reach out directly to the consumer (e.g., send a text to your phone asking
if the transaction is valid). In either case a human decides whether the machine’s prediction
was a correct one. This human decision is then fed back into the system'’s training data set
making it that much more smarter going forward.
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In our industry the thought of predictive analytics leading to decisions on whether a crime
will occur is difficult given the platforms are disjointed. We track movements and behavior
in the EM program (i.e., is the enrollee charging regularly, are they meeting their curfews,
etc.) but because of lack of data sharing between the agency doing the monitoring and
local law enforcement (whether willingness or ability to do so) we do not have a reasonable
way to tie this data to crimes that are occurring outside of our platform.

Perhaps the industry will find a way to address this disconnect, but regardless it is not
really what we were striving for with our predictive analytics offering in VeriTracks. Our
focus is instead on human decisions made by our agents during an EM program, and
specifically those decisions that successfully graduate an enrollee to less restrictive forms
of EM and ultimately to successful program completion. Tailored to an agency we can build
a predictive model such that the system provides agents (and enrollees for that matter)
indications on whether an enrollee will successfully complete their EM supervised program.

Our efforts for this R&D project were to attempt to build a predictive model that with
acceptable certainty could predict whether an enrollee was likely to successfully complete
their EM program. As part of this effort we included not only enrollee behavior (e.g.,
generation of violations such as low battery) but also certain demographics (e.g., age, race,
gender, etc.).
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METHODOLOGY

As part of this effort we have used some of what we learned from developing the Facial
Recognition (FR) capability that supports our SoberTrack™ devices in VeriTracks. In this
case FR is used to compare a photo taking during a sobriety test with a set of stock of
photos of the enrollee from prior successful tests. For that project we used a training data
set with hundreds of thousands of photos to formulate a solid predictive model that was
based on what one would consider “typical facial recognition”.

While we were able to fine tune this FR algorithm to satisfy our requirement what we found
was that our photo matching is not completely the same use case given the aperture of the
camera for our device (enrollees when taking photo are close to the device and their
photos have a “bug-eyed” effect) and the manner in which enrollees try to circumvent the
test impacts FR matching algorithm (e.g., enrollees manipulate straws to have someone
else take the test for them).

Our solution is tuned to err on side of false negatives (i.e., machine says the photo taken by
device for test does not match stock photos). If a negative result is produced the prediction
is sent to an associate in our 24x7x365 Solutions Center who most often goes against the
machine’s prediction confirming it really is a photo of the enrollee. It is this human decision
that we have considered using to build our own training data as we believe this will
ultimately be a better and more accurate predictive model for evaluating this imagery.

The question for this VeriTracks predictive analytics research and development effort is
whether we can successfully predict if an enrollee will reach successful completion of their
EM program. When an offender is “unenrolled” from VeriTracks their device is removed
due to a decision made by their agent/agency that they either (a) successfully completed
the program or (b) should be re-incarcerated based on not meeting certain conditions of
the agency's EM program.

Having the agent's decision at the end of an enrollment one also need to understand what
criteria they may have used in their evaluation that the enrollee is eligible for successful
program completion. More specifically these criteria would be constructed from data
detailing the behavior of the enrollee with respect to program compliance (i.e., their
charging regimen, curfew and zone adherence, etc.) as well demographics and history for
the enrollee.

Our initial efforts have used criteria with binary data (e.g., is sex offender?) as well as count
of certain criteria by enrollee. We started with the California Department of Corrections
and Rehabilitation (CDCR) as it is one of or longest standing customers and a program
whose approach and behavior has remained consistent throughout its existence. The
simplest criteria might be an indication on whether the enrollee has violations (i.e., events)
for conditions of their parole.
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The table below summarizes the frequency of these events over the past year as well as
cumulatively for the history of CDCR’s EM program.

Past Year ‘ Cumulative ‘
EVENTS Master Tamper 3,474 95,477
Low Battery 43,462 1,493,960
Critical Battery 3,640 106,197
Message Gap 4,454 461,316
GPS Gap 0 0
Inclusion Zone 83,602 4,440,833
Exclusion Zone 10,383 289,959

Demographics and an enrollee’s history are a bit more difficult as there can be quite a bit
of variability in what should be included in training data set for the predictive model.
Existing studies may provide empirical evidence on the importance of such data to success
of parole from an EM perspective—this also might serve as initial data for our training data
set. We also believe that quite a bit of experimentation will be needed to find the right
data or features that tie to successful program completions.

Below is what was included as an initial data set for enrollee demographics/history for this

effort:

Past Year Cumulative

AGE Minor 18 and under 20 273
Young Adult 18-21 45 93
Early Adult 21 - 14 3,101 25,275
Middle Age Adult 40 - 65 2,116 32,624
Late Adult 65+ 215 5,863
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Past Year Cumulative ‘

GENDER Male 4,978 59,758
Female 550 4,592
Unknown 5 53
Data Not Captured 148 10,072

Past Year Cumulative ‘

RISK LEVEL (CDCR) | Active 90 8,653
Passive 1 8,215
HSRO 1,688 11,522
Non HSRO 304 9,291
CCTRP 344 2,249
Victim 0 3
EID Enhanced 513 3,797
EID Alternative 1,155 17,406
Gang 403 5,595
MCRP 941 5,712
ACP 243 2,035

Past Year Cumulative ‘

RACE Amer Indian/Ak Native 66 824
Asian/Pacific Islander 41 755
Bi-Racial 14 42
Black 1,408 17,470
Hispanic 2,247 23,034
Unknown 14 290
White 1,513 20,650

Using these criteria, we evaluated historical data to build a training data set and correlate
that to decisions made as to successful program completion. As an example, CDCR has
approximately 250K device assignment records (offenders may be enrolled on multiple
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devices and/or has multiple runs through their EM program) and approximately 44K’
program completion values. Again, as illustrated in the tables that follow, each of these
values represents a decision made by the agent of record and/or agency as to whether the
enrollee’s behavior while on EM warranted successful completion of the program.

Past Year \ Cumulative

PROGRAM COMPLETE? | Successful Program Completion 2,170 43,543
Non-Successful Completion 776 22,384
UN-ASSIGNMENT REASON | Abscond from Supervision 138 3,423
Casework Decision 23 1,722
Court Order 30 185
EID: Equipment Change 68 425
EID: Program Complete 1,256 18,694
Equipment Maintenance 29 432
Equipment Repair 7 192
Medical 14 649
New Arrest 16 48
New Arrest (Felony) 145 5,071
New Arrest (Misdemeanor) 14 927
None 34 880
Other 72 3748
Program Completion 912 24,847
Tampering w/ GPS Equipment 17 377
Unauthorized Leave 4 63
Unauthorized Location 0 27
Violation of Program Rules 114 1,950
Violation of Supervision
Condition(s) 52 2,273

! Note that we need to look at subsequent work to include EID: Program Completion as a valid program
completion for CDCR EID enrollees as this was not included as part of this initial R&D effort.
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It was our belief as part of this R&D effort that these program completion decisions
combined with the enrollee criteria will allow us to build our predictive model providing
agents an indication if enrollees are trending towards successfully program completion?.
During an offender’s enrollment VeriTracks could provide agents ongoing percentages for
successful completion relative to how the offender is doing in the program. As an example,
if last night an offender went into low battery, we could update the percentage of
successfully completing the program accordingly and notify the agent.

Intelligence from the predictive model could also inform the enrollee how they are doing in
the program. This approach also aligns with our industry where platforms are starting to
interact directly with enrollees in a positive way. Providing feedback to the enrollee that
they are doing well and moving towards successful completion their EM program would
build them up instead of the more traditional punitive sanction-based approach in EM.
This is also not unlike what is seen in commercial apps such as the Apple Watch where that
last illusive ring is coveted to validate one's fitness level.

The second direct use case for predictive analytics within VeriTracks would be to assist with
graduating enrollees through multiple and less restrictive levels of EM. As an example, an
enrollee might start out on a high-risk level requiring very strict active GPS monitoring to
include point by point locations and events but eventually graduate to a less restrictive RF
approach.

We also believe that in some sense we are building a model not only to predict successful
program completion but also should be able to support providing points throughout their
EM where the expert system is able to provide agents/agencies deterministic feedback
indicating how an enrollee is doing and whether they should be considered for a less
restrictive form of EM. One could envision a “daisy-chain” of mini-EM programs where
enrollees based on considerations of their agent of record (AOR) or agency are graduated
to lesser and lesser forms of EM as depicted on the image that follows.

2 As described in the Conclusion section, we now believe that we also need to expand our features to include
additional actions on the part of the agent. As an example, reducing the curfew schedule for the enrollee would
be a positive indicator that the enrollee is moving towards a successful completion of their EM program.
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Analogous to original image for agent or agency deciding on program completion an enrollee’s EM supervision
may experience many cycles of decisions to move them through less restrictive forms of EM (i.e., initial
acceptance into program and then enrollee program compliance/decision to graduate to less restrictive form of
EM, enrollee program compliance/decision to graduate, etc. ultimately leading to successful program
completion).

Whereas VeriTracks today tracks an agent/agency’s decision at the end of enrollment for
successful program completion finding a way to capture these mid-program decisions is
not as straightforward; these decisions are not as cut/dry from a platform data perspective.
The most obvious would be the prior example provided where an enrollee transitions from
an active GPS device such as BLUtag® to something less restrictive such as a RF (i.e.,
BLUband®/BLUhome®) program. The decision to graduate the enrollee in this case is
made by the AOR/agency.

Some agencies also use risk levels within VeriTracks to capture progression through EM. As
the enrollee graduates their risk level is updated indicating their monitoring requirements
should be less. VeriTracks for this use case in fact has quite a bit of logic tied into risk levels.
As an example, notifications are customizable by risk level so the highest risk offenders can
have immediate notifications for every event where their lower risk offenders might only
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be tracked by a daily report received by the agent each day. The following table details the
risk levels used by CDCR.

Past Year Cumulative ‘

RISK LEVEL (CDCR) Active 90 8,653
Passive 1 8,215
HSRO 1,688 11,522
Non HSRO 304 9,291
CCTRP 344 2,249
Victim 0 3
EID Enhanced 513 3,797
EID Alternative 1,155 17,406
Gang 403 5,595
MCRP 941 5,712
ACP 243 2,035

There are also other restrictions that an agency can elect to use that are much more
agency specific. As an example, an ex-gang member might be part of an agency program
that restricts enrollees from visiting certain parts of their city that are known gang
hangouts. Successful adherence these custom zones might then become a crucial decision
point as to whether the enrollee is graduated to the next program within the agency that
has a less restrictive form of EM.

Data for this exercise was exported into .csv files from the CA1 schema in our Production
Oracle database. It was summarized by enrollee and amounted to some 200K rows of
data.

From a model perspective we used an Autoencoder Neural Network? (implemented in
Keras) as well as a Multiclass Classification* based on the program completion value for the
enrollee. Our final set of tests used a Multiclass Classification using scikit-learn.

3 https://blog.keras.io/building-autoencoders-in-keras.html
4 https://towardsdatascience.com/machine-learning-multiclass-classification-with-imbalanced-data-set-29f6a177c1a
5 https://www.geeksforgeeks.org/multiclass-classification-using-scikit-learn/
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KEY FINDINGS

Our findings for this initial R&D effort did not provide results enough to say that our
predictive model accurately predicted program outcome for CDCR. Our belief is that the
features we selected based on our data set did not accurately train the model such that we
could predict the outcome.

The easiest way to articulate why we believe this to be the case was the formulation on our
part of a confusion matrix. At a mile high level these matrices allow one to measure recall,
specificity, precision, accuracy as well as what is known as an AUC-ROC curve (Narkhede,
2018).

When we evaluated simply whether enrollees successfully completed their EM program, we
combined both demographics as well as program compliance (i.e., count of events). What
we found is that our false positives skewed abnormally high vs. our true negatives which
was abnormally low as illustrated in the left most confusion matrix chart below.
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This continued as well when we further broke the data down and attempted models trying
to predict individual un-assignment reasons (two of which for CDCR contribute to
successful program completion).
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CONCLUSION

While our effort at building an effective predictive model to determine successful EM
program completions for CDCR did not provide tangible results, we do believe it provided a
strong starting point for future R&D. We now know that we will only obtain successful
results if we better understand our data so that we can pick more effective features to
drive our model.

We also believe that we may need a better understanding of how enrollees are introduced
to EM and the part the enrollee’s demographics and history play in how they start out on
the EM program. A proper match between enrollee and their EM program (e.g., active GPS
or RF) will be important to an enrollee’s compliance. This prior history for the enrollee
could as simple as evaluating details regarding their crime/offense but could be extended
to more complex features such as socio-economic demographics or a track record with
compliance on other EM programs.

One option might be to use an enrollee’s prior history as an initial feed to a predictive to
predict an initial EM outcome for the enrollee while also perhaps suggesting what form of
EM would work best for that enrollee. We also believe our model will need to have a time-
spatial component where machine learning for an enrollee shifts from its reliance on prior
history/demographics and instead begins focusing on their ongoing compliance in the
program. Knowing where this shift occurs will be important in updating the training data
and feeding this back into the predictive model to produce more accurate predictions.

It should also be noted is entirely possible that one agent, or even an entire agency for that
matter, might have a bias as to decisions they make regarding enrollee compliance and
whether their enrollees graduate and/or successfully complete their EM supervision. For
individual agents, the platform could be setup in such a way that if the agent’s decision
does not match the machine’s decision this is something that could be reported to a
supervisor/superior of the program. Management could then decide how to handle the
actions of what the machine determined was a biased agent.

There also may be situations where an entire agency is biased or simply varies from the
norm. In this case it may be necessary to understand how an agency’s predictive model
might be updated to better align with how they run their program. As an example, an
agency may run a “tighter and more restrictive” program. In other cases, the
management/executive team for an agency may want to monitor how their agency is
running the program and be informed of deviations from the norm using other agencies
predictive models that we (i.e., VeriTracks) manage.
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We also can envision a future where positive reinforcement back to the enrollee (i.e.,
building-up approach) could result in taking an enrollee whose prior history would prompt
the model to not see them as a fit for EM and instead provide an opportunity to help guide
that enrollee through being able to successfully adjust to day-to-day EM requirements.
The model who initially predicted a negative outcome at that point in a sense would be
proven wrong by effective use of other intelligence from the model.

Enrollees that normally would not have received a chance or failed during EM might
instead succeed. This data for the “skewed enrollee”, and specifically what
encouragement/feedback to enrollee (and agents) led up to that point, could also be fed
back into the training data. Imagine building a predictive model that could identify
enrollees that seemed unlikely candidates for EM but where at the same time the system
within a relatively short period of time after enrollment could provide the agency feedback
that now because of their behavior would most likely finish the program successfully. This
might allow agencies (and judges) hesitant to enroll an offender consider EM as an
alternative to incarceration.
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At the heart of this R&D effort is that not only are we suggesting a system that will make
communities safer by providing sound advice to agents and their agencies on how they can
successfully graduate enrollees to less restrictive forms of EM (and ultimately successful
completion of their EM supervision) but we also want to provide the best chance for
success an enrollee to be re-integrated back with society by successfully completing their
EM program. Agents can also then begin focusing their time on the enrollees in their
caseloads that require more supervision (i.e., those that are high risk) and allow lower risk
enrollees to continue through to successful completion of their EM programs.

HHH#
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